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Abstract
Security vulnerabilities and cyber-attacks are common issues these days despite having lot of security
devices and policies in place. When any security breach occurs, this is always a priority to avoid the
data lose as much as possible and recover it from ransomware attacks.

There are many solutions have already been implemented to detect and prevent security threats, but
attackers always find a new gap to attack. There are certain approaches that are required and would
not be needed for such attacks.

Managing the compliance and business continuity plan in terms of disaster recovery sites plays a vital
role in such unforeseen issues. It outlines the policy and procedures to be carry out during any
security threats in a Data Center. This will ascertain that Infrastructure is compliant which will
reduce threats happen because of human error. Along with that, this will be able to provide the
business user’s access to the restored critical data of locally held systems.

Introduction

Compliance and Business continuity plans are most needed for an IT infrastructure. It plays a vital
role in security the infrastructure. It outlines the policy and procedures to be carry out during any
security threats in a Data Center. This will ascertain that Infrastructure is compliant which will reduce
threats happen because of human error. Along with that, this will be able to provide the business
user’s access to the restored critical data of locally held systems [1].

Maintain Compliance

Maintaining compliance in an IT infrastructure is one of the major issues which needs attention by
organizations. More than 30% of an IT budget spends on compliance and policies. If we maintain it
properly, there are very less chances for attackers to find the gaps for any kind of security threat.
Keeping an environment 100% compliance always provides secure and effective infrastructure as
showing in figure 1.

Patch Management

Patch management consists security configuration management, vulnerability assessment, compliant
analysis, and third-party end point protection. Patching certainly required for operating systems,
virtual machines, and hardware whenever vendor release new patch. An IT administrator must take
care of patch management without any avoidance [2].

Micro segmentation Protection
Compliance protection from upper layer to micro level exists at virtual network adapter is another
point which avoid such threats by protecting at each layer [3].
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Strict IAM Rules
Identity and Access Management should have evaluation policy so that if any employee leave the
organization must not have access on any device. This is one of the major impacts for security threat
by intentionally or unintentionally by human. Along with that, it is also recommended that access for
the existing employees should also be in scan for any kind of unauthorized activity [4].

Maintain Documentation

Every work or change in an IT infrastructure must be documented with appropriate approvals. If
someone is making any downtime or performing any activity on any virtual machine, it should follow
proper Incident, Problem, or Change Management procedures. This will help to avoid threats as well
as helps during the analysis of any reported security incident.

task:
Configuration
instructions

Document:
Reports &
Audit

Patches:
Policy rule

Action:
Enforcement
directive

Figure 1: Compliance and Audit as a Security Avoidance

Reports & Auditing

IT administrators should maintain reports for each activity such as daily and monthly health check and
auditing for the environment. Audit of each devices are also required to maintain the security of
Datacenter [5].

Lifecycle Management

Proper recycling of old hardware and bring new hardware also makes lot of security boundary as old
hardware doesn’t have enhance capabilities to bout with latest security threats. Hence it is always
recommended to run your Infrastructure on quite old physical servers. Same applies with software as
well. Legacy software does not have proper patches to apply, which results to cause ineffective use of
the software from security vulnerabilities [6].

Plan Disaster Recovery

Disaster Recovery Plan for Data Centre provides the key decision points, activities and actions
required to restore critical, Global IT infrastructure operations and applications/services that may lose
in the event of a foreseen or unforeseen disaster that disables all or part of the data lose in a Data
Centre during security or ransomware attacks [7]. It is important for every organization to maintain
the business continuity plan for numerous Application and Data Recovery Plans. Many of these
Applications will require additional activities to recovery but an organization will be safe from data
point of view. Business Continuity Plans are the responsibility of the business and should have
implemented in each IT Infrastructure [8].
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Depending on the circumstances and nature of the disaster event a decision will be made at the point
of invocation whether to isolate the primary data center to prevent unpredictable system restarts and
possible split-brain scenarios or whether to leave the primary site online.

In the event of an DR invocation the recovery software initiates tasks on both virtual machines and
hypervisor in primary and recovery datacenter as well as the storage systems in both sites. By
interfacing with the storage, recovery software instructs the storage RPA at recovery site to bring the
replicated VMware LUNSs online to specific recovery hosts in a write enabled state. Once presented,
recovery software powers on the Virtual Machines and carries out network changes to assign an IP
address for the recovery datacenter location. In effect the VMs are then live and working in recovery
datacenter as opposed to primary datacenter [9].

There are numerous options available for disaster recovery.

Failover

This option could result in some lost data and may result in DR databases being a few minutes behind
production. The data can be lost only if DR database does not have all the archives applied to it
including current redo logs.

Role reversal

This option is used when it is a planned activity and both source and destination sites are available. In
this case, switchover technology is used and there is no loss of data. After the role reversal reverse
shipping of archives starts to keep earlier primary which is DR now remains in sync with new primary
database.

Partial Catalog Replication

In this option, the entire image database from primary site is presented to recovery site continuously
by integrating robocopy utility into a series of Windows batch scripts. With such continuous
replication in place, it is possible to prepare recovery site target domain for recovery without import
so that it can quickly be bought into operation when required.

Break Mirror

This removes the now Primary database from its partner making recovery site the Production site with
DR exposed. Using this option, data lose is there, but impact will be less due to attacks as non-
impacted site will start functioning with same copy of data.

Conclusion

After discussing of points in this paper, we came to conclusion that meeting compliance and availing
Business Continuity Plan brings lot of security improvements in an IT infrastructure. Compliance
provides avoidance of security threats by internal or external users either intentionally or
unintentionally. At same time, business continuity plans facilitated failover to recovery site without
impacting any other production data in case of security attacks. The VMs will get shut down at
production environment and all data will be accessible through recovery site.
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