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ABSTRACT 

Face is the commonly used for the biometric device application in software and commercial use due to its 
unique identification. Face spoofing is the high range attack in government sectors and commercial sectors. 

Android device can be much convenient to detect and secure face spoofing detection. From last few years it 

was having more success with the spoofing attack. The spoofing attack can be done in many types like video 

attack, printed photo, 3D mask and facial attack. Researchers used many types of database are used like 
CASIA, MSU and Replay attack. Researchers have proposed different types of logarithms for genuine face 

and fake face based on real time applications. 

Keywords: Face Spoofing, Face Unlock, Spoof Detection On Android Device, Biometrics. 

I. INTRODUCTION 

Now a day’s face spoofing is the more vulnerable. For the spoofing attack many biometric techniques are 

used like fingerprint, face, iris etc.[26] .The cheapest and easiest way of spoofing attack is taking images 
from social networks and captured from the camera [1]. The different types of face spoofing i.e. printed 

photograph, a video, a mask etc; attacker can use facial as the other way of spoofing [3]. Compared with 

other technique, falsifying face biometric data is straight forward no other skills are required for this. In 

public hiding your face is impossible, thus facial information can be  captured even from long distance also 
[4].The hardware process can also detect the live person when they will be in front of the system which 

automatically detect the pulse rate in the case of recognisation of finger print[40]. The user should be 

properly respond to the system or else it shows the replicate in different facial movement [5, 7]. The spoof 
attack can be done through photographs, videos, mask, and make-up spoofing can be little bit difficult to 

detect cause of using cosmetics[52]. But it can also be very easy to attack; the other user can also apply wide 

makeup to spoof[24] . The issues of the face spoofing detection can be solved by analyzing the movement in 
the face like eye blink and movement of the mouth using ILGS process [8]. In [10] Replay attack is solved 

by following steps as training, development, and testing. There are many papers published, the training and 

testing images/videos are already captured [9]. 

This paper is categorize in different sections. Section I is introduction, section II is Spoofing Attack,section 
III is about 

Literature survey, section IV is Comparison Analysis table, V is conclusion. 

II. SPOOFING ATTACK 
The information takes more conditions for fake face; the photo or video can be taken without his/her 

permission to unlock the Android device. This process can be done directly or indirectly from social 

networks. The types of fake faces are photos; Mask, Replay attack and make up are followed. 
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Fig. 1. Attacks in face spoofing 

A. 2D ATTACK (PHOTO) 

To accesses the biometric modality systems like tablet, laptops and phones the attacker use photograph of 2-

D spoof system as shown in fig.2. To capture the face attacker use camera to take photo or can be taken from 
the social networks [11]. Displaying printed photos on the smart phones, can easy to unlock the device [12]. 

 
Fig. 2. Example of a 2D Attack [23] 

B. 3D ATTACK (MASK): 

The photo and printing technologies is more advance in 3D mask attack [21]. The complete 3D image of the 
face is emulate, the use of cues that can be solution to prevent from the previous attack [6]. The 3D mask is 

prevented with different kind of materials. The 3D mask attacker can prepare an original face structure with 

different materials like silicon, papers etc.[17] wearing 3D facial mask, displaying printed photo, are the kind 

of face spoof attack [21]. 

 
Fig. 3. Example of a 3D Attack [21] 

C. REPLAY-ATTACK (VIDEO): 

In this the attacker takes the video of the unknown person from digital camera or phones or tablets after 
capturing the attacker play that video and unlock the devices[14],[60].  These types of attack is difficult to 

recognize while detect. 

 
Fig. 4. Example of a Replay- Attack [22] 
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D. MAKE UP ATTACK: 
The spoof attack can be done through photographs, videos, mask, and make-up spoofing can be little bit 

difficult to detect cause of using cosmetics[15]. But it can also be very easy to attack; the other user can also 

apply wide makeup to spoof [13]. 

 
Fig. 5. Example of a make-up attack[11] 

III. LITERATURE ANALYSIS 

Gang Pan et al. [1] introduced real-time liveness detection algorithm for photo spoofing with less intensity 

webcam the eye blinking recognition is done with the comparison of cascaded Adaboost and HMM. 

Maatta et al. [3] proposed a method that detects based on Micro-Texture Analysis they finalized that using 

single configuration of LBP Is more efficient among three LBP descriptors of different configuration. 

Jukka Komulainen et al. [4],[44] in 2013 introduced Print Attack and Replay Attack spoofing technique 
identify the genuine and fake pupil with error rate 2%. 

Samarth Bharadwaj et al. [5] introduced Motion and texture based techniques were followed and used 

support vector machine (SVM) and local binary pattern (LBP) to calculate Half Total Error Rate is 7.6%. 

Nesli Erdogmus et al. [6] in 2014 3D mask spoofing technique were proposed. This method is based on 

detection  of fake faces, while compared with 3D Detection. It is having Equal Error Rate and more 

Accuracy than 3D with 7%. 

Ivana Chingovska et al. [7] proposed REPLAY- ATTACK used three different types of media attack and two 
recording. Different types of database were used Public database, CASIA Face database, NUAA 

photographer. 

Housam Khalifa Bashier et al. [8] proposed a method for the problem on textured base analysis also 
computed a reached description using graphic structures[28],[39]. Through various facial expressions i.e. 

blinking of the eyes and mouth movements, we can avoid the face spoofing issues using ILGS 

methodology[62]. 

Di Wen et al. [9] proposed a method about blurriness of the face, color moments, specular reflection and 
color diversity specular reflection. In 2008 the author has research on the age identification based on 

genders[37][45]. 

Table i. Hter (%) Comparisig of Existing Methodology 

Reference Year Methodology Dataset HTER 

(%) 

Yan Wang et al [6] 2017 CNN CASIA 10.20 

Aziz Alotaibi et al 
[11] 

2016 LBP Replay- 
Attack 

14.6 

Pinto et al.[34] 2015 2D-DFT Replay- 

Attack 

14.27 

UNICAMP [43] 2013 2D- 
DFT+GLCM 

Replay- 
Attack 

15.62 

Chingovska et al 

[7] 

2012 LBP Replay- 

Attack 

15.16 

SIANI[35] 2011 Motion Print-Attack 10.63 
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Table II. Accuracy Comparisig Of Existing Methodology 

Reference year Methodology Dataset ACC 

(%) 

Tan et al. [32] 2010 Variational 

Retinex 

NUAA 

Imposter 

91.20 

Peixoto et 

al.[33] 

2011 DoG Yale 

Recaptured 

93. 20 

Kose and Dugelay [43] 2013 LBP Kose and Dugelay’s 93.5 

Kose and 

Dugelay [56] 

2013 Variational 

Retinex 

Kose and 

Dugelay’s 

94.47 

Arashloo et al. [60] 2015 MLPQ- TOP+MBSIF- 

TOP 

NUAA 

Imposter 

97.70 

Manminder 

Singh[69] 

 FNR Print-Attack 98.80 

TABLE III. COMPARISON TABLE OF EXISTING METHODOLOGY BASED ON FACE 
SPOOFING 

S.NO AUTHOR NAME YEAR METHODOLOGY RESULTS ACCURACY 

1 Gang Pan et al. [1] 2007 web camera With less intensity 

webcam the eye blinking 

recognition is done with 
the comparison of 

cascaded Adaboost and 

HMM. 

EER=6.9% 

2 Jiamin Bai et al. [2] 2010 Physics-base method Gradient image was 
analyzed 

EER=6.7% 

3 Maatta et al. [3],[49] 2011 Windows XP and Vista 

laptops 

They finalized that using 

single configuration of 
LBP Is more efficient 

than local binary pattern 

descriptor. 

EER=0.5% 

4 Jukka Komulainen et 
al. [4] 

2013 Replay Attack spoofing. Complexities of
 individual classification 

techniques are not

 depend on the complementarily of Countermeasures. 

EER=2% 

5 Samarth Bharadwaj et 
al. [5] 

2013 Print Attack and Replay 
Attack spoofing 

Motion and texture based 
techniques were 

followed. 

HTER=7.6% 

6 Nesli Erdogmus et al 
[7] 

2014 Spoofing, Mask attack. In this they record that 
fake face detected with 

classifying rate, while 

compared with 2D 

Detection. It is having 
Equal Error Rate and 

more 

Accuracy than 2D. 

EER=7% 

7 Ivana Chingovska et 

al [8] 

2014 Attack, counter-

measures. 

The disadvantages is 

biased Behavior of 

ignoring the spoofing 

attacks in the threshold 

EER=10% 
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decision process. 

8 Housam Khalifa 
Bashier et al [9] 

2014 Texture analysis, 
pattern recognition. 

The issues of spoof 
detection can be solved 

by study human face 

movement changes like 
eye blink and movement 

of mouth using ILGS 

process. 

EER=6.8% 

9 Di Wen et al [10] 2015 Face recognition, spoof 
detection, image 

distortion analysis, 

ensemble classifier, 
cross-database, cross-

device 

Methods use motion or 
texture based features 

using IDA with support 

vector machine classifiers 
trained for different spoof 

attacks. 

HTER=7.4% 

10 Aziz Alotaibi et al 

[11] 

2016 Face liveness detection, 

replay attack dataset. 

Real face has sharp edges 

especially at lips and nose 
part. The research has 

approach the local 

binary pattern logarithm using different information at spread image. 

HTER=14.6% 

EER: Equal Error Rate ; HTER: Half Total Error Rate 

 

 
Fig. 6. Timeline of face spoofing detectors in the last decade 
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TABLE IV: SUMMARY OF AVAILABLE FACE SPOOFING DATASETS 

S.NO DATA BASE TYPES OF ATTACK YEAR FAKE/REAL 

1 NUAA 

Photograph Imposter 

Flat printed photo 

Warped photo 

2010 7506/5015 

2 Print-Attack Flat printed 

photo 

2011 200/200 

3 Yale 

Recaptured 

Flat printed 

photo 

2011 1920/640 

4 Casia Face Anti Spoofing Warped photo Eye-cut photo Video 

playback 

2012 450/150 

5 Replay- Attack Flat printed photo Video 

playback 

2012 1000/200 

6 3D Mask 

Attack 

Mask 2013 85/170 

7 Kose and 

Dugelay 

Mask 2013 198/200 

8 MSU-MFSD Flat printed photo Video 

playback 

2014 210/70 

9 UVAD Video playback 2015 16268/808 

Aziz Alotaibi et al [10] proposed a method of real face has sharp edges especially at lips and nose part. The 
research has approach the local binary pattern logarithm using different information at spread image. 

Javier Galbally et al.[18] proposed a method on anti- spoofing techniques, two types of techniques are used 

hardware based and software based biometric to detect the face. The author used three types of 
datasets[47][68]. 

Xiaoyang Tan et al.[22] introduced about the face liveness detection used with single image. In this the result 

was classified with nonlinear to linear error is 76.7%. 

Roberto Tronci et al.[35] proposed a method using SVM classifier the 2-D and 3-D attacks are also used to 
detect. video analysis are used to detect the motion clues. 

Allan da Silva Pinto et al.[50] introduced about the photo based spoofing attack with different technologies 

based on monitor i.e. LCD,LED based on smart phones devices. 

Murali Mohan Chakka et al.[53] proposed a method using different database i.e. CASIA,UNICAMP,etc. for 

2d facial spoofing. By using this database the error rate is 10.63% [54],[67]. 

Samarth Bharadwaj et al.[44] proposed a method on motion and textured based using multiple local binary 
pattern technologies. using CASIA based dataset the error is14.44%. 

In face spoofing different types of dataset are used as shown in Table. IV, NUAA Photograph Imposter, 

Print- Attack, Yale Recaptured etc. photos from NUAA can be taken from the cheap webcams[30]. The Yale 

Recaptured collects the images from fifty centimeter distance[20],[36]. 

IV. CONCLUSION 

In this paper the face spoofing attack is most commonly done by using printed photos, videos, mask etc, 

because it is low cost and it can be very easy to unlock the android devices like tablet, laptops, smart phones. 

Presently biometric authentications are using various parameters to identify the results i.e. False Acceptance 

Rate (FAR) and False Rejection Rate (FRR) to measure accuracy, precision of the users input. In this False 

Acceptance Rate shows that this model is classified a wrong input as belonging to the choose user, while 

False Rejection Rate records the biometric classifies the users biometric as incorrect. The researchers used 
two datasets but we scope to use more than two datasets. The ratio of Negative false rejection (NFR) to 
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genuine gives FRR. Mathematically these parameters are derived. Many of the researchers are using only 
two to three parameters, but there is a scope of using all the parameters. In the fig.7 the finally half total error 

rate reached to 10.2% but we have scope to reduce the error rate. From the previous paper the accuracy rate 

is up to 98.8% as shown in fig.8. 

 

 
Fig. 7. HTER(%) over the last decate 

 
Fig. 8. Accuracy(%) over the last decate REFERENCES 
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