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ABSTRACT: 

 Mobile health (mHealth) has emerged as a new patient centric model which allows real-time 

collection of patient data via wearable sensors, aggregation and encryption of these data at 

mobile devices, and then uploading the encrypted data to the cloud for storage and access by 

healthcare staff and researchers. However, efficient and scalable sharing of encrypted data has 

been a very challenging problem. In this paper, we propose a Lightweight Sharable and 

Traceable (LiST) secure mobile health system in which patient data are encrypted end-to-end 

from a patient’s mobile device to data users.  

 

LiST enables efficient keyword search and fine grained access control of encrypted data, 

supports tracing of traitors who sell their search and access privileges for monetary gain, and 

allows on-demand user revocation. LiST is lightweight in the sense that it offloads most of the 

heavy cryptographic computations to the cloud while only lightweight operations are performed 

at the end user devices. We formally define the security of LiST and prove that it is secure 

without random oracle.  

We also conduct extensive experiments to access the system’s performance. 
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INTRODUCTION: 

   Health is one important factor for a person’s good living. Every human needs to take care of 

their health in a proper manner. We are designing a light weight sharable and traceable secure 

mobile health system to trace the health of a person and store them in the cloud. Through various 

experiments we could determine the performance and efficiency of the system. 

LITERATURE SURVEY: 

Online search network such as Facebook, Myspace and twitter has experienced a increased 

growth because of the high security and privacy design bought by the core functionalities of the 

OSN by utilizing network theory  from the paper “Privacy and security for online social 

networks(1)” The usage of electronic health data from different sources for statistical analysis 

requires a toolset should cover a wide range of data analysis with different data distributions 

where the legal, security and privacy concerns have been taken into consideration. The health 

data are typically located at different general practices and hospitals from the paper “Privacy 

preserving health data processing(2)”. 

This paper presents an efficient large-scale data collection in wireless body area network 

(WBAN) in the presence of cloudlet-based prototype system. The key contribution of this paper 

is to collect the observed data of WBANs in a large-scale and convey it in consistent manner to 

the other end of service providers  and the result was up to the expectations from the paper 

“Cloudlet-based efficient data collection in wireless body area networks,” Simulation Modeli 

“Cloudlet-based efficient data collection in wireless body area networks(3)”. 

WORKING: 

The working of the system is as follows: 

   The user’s basic health conditions like Blood pressure, Pulse rate, Body Temperature, Waist-

hip Ratio, Sugar, and Humidity are being checked with their respective sensors which entirely 

contribute to the body sensors. These values are noted and then send to the Electronic health 

record. These are then assigned with some keywords. Once keyword is obtained it’s given in the 

encrypted health record. From this the doctor could take in any details regarding the patient. For 

this initially the doctor’s identity is being checked with a sell key. If the key given matches with 

that of the doctor then they would take in the patients information and then retrieve the 

information about the patient and treat them. Else they would not be able to view it and they 

would be a traitor. 

EXISTING SYSTEM: 

 In that existing mobile health system, Patient sensible medical related information (Bp value, 

pulse value, humidity value, and temp value) etc.., should be sense and send to the cloud via 

mobile. And the doctor should get the patient 
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medical record from cloud.  

 

 In that system architecture should not be secure because the cloud is third party vendor, 

everyone has access the cloud at the time the patient information should be monitor or modify to 

some malicious users and also the cloud is going to read the patient information and change the 

values, at the time the user privacy should be affect and the doctor receive the corrupted values.. 

 

PROPOSED SYSTEM: 

In `our proposed system we have to improve the more security and identify the traitor. 

First the patient needs to read the medical related values EHR i.e. Electronic Health Records. 

Patient having read the number of sensor values that’s mean (Bp sensor, sugar sensor, temp 

sensor, pulse sensor, humidity sensor). All the sensor values should be collected and aggregate to 

EHR. To mitigate security and privacy concerns about EHRs, a common solution is to provide 

end-to-end encryption by storing EHRs in encrypted form so that they remain private and secure, 

even if the cloud is not trusted or compromised. The encrypted EHRs, however, must be 

amenable to sharing and access control.  

 

 

 

 

Attribute based encryption (ABE) is an effective mechanism to provide fine-grained 

access control on encrypted data, in which secret keys of users and cipher texts are dependent 
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upon attributes. In cipher text-policy ABE, which we will adopt, an access policy is associated 

with a cipher text and a user’s secret key is associated with a set of attributes. The cipher text can 

be decrypted only if the set of attributes associated with the user’s secret key satisfies the policy. 

In addition to fine-grained access control, effective keyword search over encrypted EHRs is an 

extremely useful feature in practice. 

 

The high value of EHRs might motivate certain rogue healthcare staff, called traitors, to 

sell their secret keys for financial gains. Hence, it is imperative that the identity of a key owner 

who maliciously sells his/her secret key in the black market be traceable in mHealth systems. 

Furthermore, a mHealth system should be able to block the particular healthcare staff. 

 

CONCLUSION: 

Thus the proper monitoring of the patients health system could be properly monitored and 

checked without any type of malpractices in it. Much more security would be given to the data’s 

in it. A high secure cloud is being maintained using the Encrypted electronic health records. 
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